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Executive summary

			Global reliance on and confidence in ICT devices

			Information and communication technology (ICT) devices are the essential gateways to the digital world. Global coordination on and compliance with standards are vital to ensure that networks are interoperable and users and machines can interconnect.

			The implementation of conformance and interoperability (C&I) programmes and advanced techniques to combat the proliferation of counterfeit ICT equipment and the theft of mobile devices is moving forward in all countries, with some making more rapid progress than others.

			The ITU Telecommunication Development Sector (ITU-D) has been helping Member States to evaluate the technical and economic issues related to ensuring conformance and interoperability of ICT devices, focusing on assistance, capacity building and sharing best practices from ITU Member States. ITU-D has been collaborating closely on these matters with the ITU Radiocommunication Sector (ITU-R) and the ITU Telecommunication Standardization Sector (ITU-T) to build synergies in those efforts and bring about a bigger impact.

			Additionally, in a society increasingly connected through ICT devices, the use of C&I frameworks continues to be an important issue widely debated by developers, manufacturers, importers, operators and users. The role of the regulatory authorities in this regard is crucial to balancing the levels of security and control needed.

			Finally, another important issue for the future of C&I is the emergence of new technologies in all industries driven by the Internet of Things (IoT), and the standards to be taken into account when developing countries are implementing or revising C&I frameworks.

			In this context, the present report discusses best practices for achieving optimal solutions.

			Background work in the field of C&I

			During previous study periods, ITU had focused on the important issue of assistance on conformance and interoperability for developing countries. Several important outputs were produced that are still relevant to ITU-D’s work on Question 4/2. The previous report on Question 4/2 can be found at https://www.itu.int/pub/D-STG-SG02.04.1-2017 and additional ITU-D activities on assistance to developing countries, such as the national and regional C&I framework database, regional assessments and capacity-building events, can be found at https://itu.int/go/CI_Development.

		

	
		
			 

		

		
			
Chapter 1 – Information and communication technology products enabling the achievement of the Sustainable Development Goals

			1.1	Relevance of ICT products to society

			Digital transformation is enabling rapid change across all industries and in every aspect of life. Mobility, broadband and the cloud, the three fundamental forces of information and communication technologies (ICTs), are reshaping value chains, spurring the digitalization of business models and overcoming distances. A new service economy is thus emerging where people are increasingly able to, for example, share goods and services instead of buying and owning them – an illustration of how the digital age is unleashing innovative new business models and changing lives.1

			The main benefits of ICTs are increased access, connectivity and efficiency gains for individuals, communities and economies:2

			–	Access to information and services: Through ICT devices and infrastructure and the use of technologies including mobile phones, cellular telecommunication networks (such as 3G and LTE), the Internet and broadband, ICTs can improve universal access to information and services for individuals globally, in both rural and urban areas.

			–	Connectivity between individuals and organizations: Instantaneous or near-instantaneous connectivity between individuals, organizations and networks can increase productivity and innovation across multiple sectors and communities, and facilitate the real-time communication needed for the rapid scaling of critical services.

			–	Efficiency gains from improved productivity and resource efficiency.

			–	Adoption of green standards through conformance to effectively reduce climate change.

			–	Ability of ICTs to unlock and leverage productivity gains by improving access to information and communication between individuals (thereby reducing the resources wasted on travel and the manual collection of data) and by providing the infrastructure needed for collecting and analysing large sets of data (big data).

			1.2	ICT devices: Proxies for the social economy backbone

			A strategic framework is necessary in order to pursue coherent policies and reinforce ICT-enabled development initiatives. ICTs must be integrated into every aspect of public policy and economic activity. To achieve this, it will be necessary to:

			–	develop public policies and regulations to enable full ICT utilization;

			–	rapidly expand and upgrade the ICT infrastructure;

			–	promote public-private partnerships to incubate new ICT start-ups that will provide locally appropriate services;

			–	address ICT interoperability issues;

			–	build capacity to manage ICT systems;

			–	ensure that policies and regulations keep pace with the rapid innovation and deployment of ICTs.

			1.3	Connecting and protecting ICT users and networks through conformance to recognized standards

			Investments in infrastructure and innovation are crucial drivers of economic growth and development. Technological progress is also key to finding lasting solutions to economic and environmental challenges, such as creating jobs and promoting energy efficiency. Fostering sustainable industries and investing in scientific research and innovation are all important ways to facilitate sustainable development.3

			SDG 9: Build resilient infrastructure, promote inclusive and sustainable industrialization and foster innovation

			Targets:

			9.1 – Develop quality, reliable, sustainable and resilient infrastructure, including regional and transborder infrastructure, to support economic development and human well-being, with a focus on affordable and equitable access for all.

			9.a – Facilitate sustainable and resilient infrastructure development in developing countries through enhanced financial, technological and technical support to African countries, least developed countries, landlocked developing countries and small island developing States.

			9.b – Support domestic technology development, research and innovation in developing countries, including by ensuring a conducive policy environment for, inter alia, industrial diversification and value addition to commodities.

			9.c – Significantly increase access to information and communication technology and strive to provide universal and affordable access to the Internet in least developed countries by 2020.

			To protect ICT users and networks, it is vital to focus on:

			–	quality

			–	safety

			–	interoperability

			–	interference-free spectrum environment 

			–	national rules

			–	sustainability

			–	reliability

			–	resilience

			–	affordability (through the economies of scale made possible by conformance and interoperability, or C&I).

			To that end, issues relating to ICT equipment and systems must be taken into account, including:

			–	technical requirements and standards

			–	conformity assessment

			–	control of equipment

			–	post-market surveillance

			–	promotion of mutual recognition agreements.

			Innovative methods for assessing C&I are therefore needed, including:

			–	new or shared testing laboratories

			–	virtual laboratory services

			–	mutual recognition agreements (MRAs) reflecting local and regional requirements and limitations

			–	post-market surveillance

			–	smart testing solutions

			–	harmonization of standards.

			Tasks include:

			–	raising awareness

			–	creating a networking platform on C&I for the ITU-D membership

			–	promoting collaboration, research and sharing of experience on matters covered by the Question

			–	ensuring ITU-D member representation in other forums dealing with C&I (e.g. ISO/CASCO STAR group meetings)

			–	producing a questionnaire to collect country data and to track progress on C&I

			–	developing guidelines

			–	issuing recommendations.

			1.4	Impact of COVID-19 pandemic on type-approval procedures

			The COVID-19 pandemic has had – and continues to have – a significant impact on international trade and the conformity assessment of products, including ICT devices. Type-approval activities have been severely affected by border closures and difficulties in accessing facilities (such as physical testing labs and experts in the field). This has led to a need to find innovative ways to certify the conformance and quality of products. Regulators, manufacturers and operators have been developing ad hoc solutions to keep businesses running and avoid trade chain disruptions. The time has come to harness the potential of digital technologies to provide solutions for conformity assessment.

			
Chapter 2 – Conformity and interoperability

			2.1	Introduction

			Conformity assessment guarantees that ICT equipment complies with technical specifications and standards. Compliance helps vendors and users evaluate how the equipment will perform when integrated into a network with other devices to provide a network service. Interoperability testing measures if two or more products correctly implement the technical specifications necessary to ensure successful integration supporting particular communication protocols.

			C&I testing is important to identify features of equipment on an ICT network that may not comply with recognized industry standards, and may thus affect the quality of the network service provided. The availability of advanced high-quality products for commercial use contributes to the widespread deployment of network technologies and associated network services.

			2.2	Review of critical issues/priorities in countries and regions

			C&I issues are driven by a variety of concerns and problems, including but not limited to:4

			–	legacy intelligent network signalling (interoperability problems) services behaviour when replacing equipment, signalling in mobile networks (e.g. access, core, SMS);

			–	lack of conformity and interoperability between equipment from different vendors;

			–	non-standardized interfaces or protocols in equipment from different manufacturers;

			–	different software revisions in equipment from a single manufacturer, resulting in incompatible session initiation protocol (SIP)

			–	clients;

			–	conformity of set-top box (STB) equipment made by different Internet protocol television (IPTV) middleware manufacturers;

			–	bandwidth, namely the transmission capacity for voice, data and video as users overload the existing network;

			–	achievement of interoperability in complex networks through the integration of networks and devices;

			–	services launched by certain providers that do not provide infrastructure and support teams to enable interoperability with other operators;

			–	methodology for adopting standards;

			–	management of call detail records for billing;

			–	implementation of new features and services on all platforms;

			–	existence of different charging models;

			–	new technology that is not interoperable with legacy equipment;

			–	lack of testing centres and facilities;

			–	lack of trained personnel to undertake C&I tasks;

			–	ISDN support problems;

			–	user terminal problems for different systems;

			–	interoperability issues for services and terminal equipment used by customers;

			–	vendors using proprietary and non-standard interfaces;

			–	costs;

			–	lack of human resources capacity and training opportunities;

			–	weak institutional systems;

			–	lack of awareness on standardization;

			–	interoperability challenges.

			Conformity assessment activities

			Conformity assessment activities include:

			–	appointment/recognition of accreditation bodies

			–	designation/recognition of certification bodies

			–	designation/recognition of testing laboratories

			–	registration/certification.

			Conformity assessment activities are shown in Figure 1.

			Figure 1: Conformity assessment activities

			[image: Figure 1: Conformity assessment activities]

			2.3	Technical requirements and standards

			Service providers and operators specify the standards and requirements for equipment and systems that they use to provide services to their customers. National regulators establish regulations, standards and specifications for equipment and systems deployed in their territories. Users, service providers and national regulators require evidence and proof that the equipment and systems conform to the appropriate standards and specifications, and that they are able to interoperate as specified.5

			To foster the development of international standards, guides and recommendations, the World Trade Organization (WTO) Committee on Technical Barriers and Trade (TBT) established six principles:6

			–	transparency

			–	openness

			–	impartiality and consensus

			–	relevance and effectiveness

			–	coherence

			–	the development dimension.

			The importance of standards

			Conformity with technical standards:

			–	is essential for the interoperability of equipment and networks;

			–	reduces the risks of being locked into a particular technology or supplier;

			–	ensures that legitimate objectives are met, including those relating to safety and non-interference;

			–	contributes to regional integration;

			–	contributes to market aggregation, competitiveness and trade.

			New procedures

			New procedures include a combination of:

			–	manufacturers’ declarations of compliance, compliance testing by commercial test houses, and market surveillance;

			–	global standards and MRAs on standards and approvals between countries or among groups of countries.

			2.4	Mutual recognition arrangements/agreements on conformity assessment

			2.4.1	What is a mutual recognition arrangement/agreement?

			A mutual recognition arrangement/agreement on conformity assessment (hereafter MRA) is a voluntary arrangement/agreement (on procedures and processes) between parties (private or public entities) on the recognition of conformity assessment results.

			A mutual recognition agreement constitutes a formal legal commitment by parties to recognize conformity assessment results for telecommunication equipment. It deals with regulatory requirements and it is referred to below as a “regulatory MRA”. Such agreements are often made on a bilateral, regional or multilateral basis, by two or more governments.

			A mutual recognition arrangement is a voluntary arrangement between parties to recognize conformity assessment results for telecommunication equipment. It deals with non-regulatory requirements and it is referred to below as a “non-regulatory MRA”. An example of a mutual recognition arrangement is a commitment made by accreditation bodies to mutually recognize the conformity assessment results from accredited conformity assessment bodies.

			Parties to an MRA are obliged to put in place processes and procedures to implement the MRA for their mutual benefit. This applies to both regulatory and non-regulatory MRAs.

			An MRA does not undermine regulatory authority within the jurisdiction of the parties to the agreement/arrangement. The MRA should specify the various bodies involved in its implementation:

			–	party: An entity that has agreed to participate in the MRA;

			–	designating authority: A government authority or recognized competent body appointed by the party for the purpose of designating a conformity assessment body to assess conformity under the MRA;

			–	accreditation body: A body responsible for assessing and recognizing the specific competences of testing laboratories and/or certification bodies in accordance with international standards;

			–	conformity assessment body: A body designated to assess conformity to another party’s telecommunication requirements under the MRA (it may be a third party or a supplier’s testing laboratory or a certification body);

			–	joint committee: A committee established by the parties for the purpose of managing the drafting and implementation of the MRA, adjusting it as and when necessary, and addressing any other matters relating to the smooth operation of the MRA, including future changes and adjustments;

			–	regulatory authority: An entity with legal authority responsible for telecommunications.

			2.4.2	Role of MRAs in the C&I regime

			MRAs serve to:

			–	recognize the competence of third parties to carry out national regulatory/type-approval processes;

			–	avoid the cost of duplicate testing and promote transparency;

			–	facilitate access to foreign markets;

			–	cut time to market and production costs;

			–	tackle predatory practices and obstacles to market entry;

			–	streamline procedures and methods, and thus significantly reduce costs for producers who sell on multiple markets.

			Ultimate goal: “one test, done once, valid worldwide”.

			2.5	Virtual infrastructure

			2.5.1	Virtual testing7

			In the ICT sector, services are increasingly being provided virtually, through the Internet. This new reality also applies to emerging mechanisms for assessing the connectivity of ICT equipment over IP networks, and is aligned with the requirements of new converged networks.

			Virtual laboratories can offer timely, affordable and sustainable testing services to developing countries that lack testing capabilities of their own.

			Two applications of virtual testing are described below: remote interoperability testing and remote type-approval testing.

			2.5.2	Remote interoperability testing

			Objective: To assess the networks of operators in different countries/regions for interoperability

			Global experience has confirmed the need for standardized testing and certification procedures for ICT-based products and systems to prevent the numerous problems that are otherwise caused to users and operators.

			Figure 2: Remote interoperability testing

			[image: Figure 2: Remote interoperability testing]

			Lack of interoperability can cause a host of problems, including:

			–	reduced communication rate;

			–	low communication reliability;

			–	shortened useful life of devices and equipment;

			–	high energy consumption;

			–	interference of one service with another (especially in wireless systems);

			–	substandard equipment, hampering evolution and compatibility with new technologies and protocols;

			–	equipment incompatibilities resulting in communication bottlenecks (often very difficult to diagnose);

			–	fluctuations in network performance owing to lack of procedures for monitoring changes in equipment and software;

			–	interconnection difficulties between equipment from different manufacturers and between national networks.

			Concrete objectives of remote testing may include: product development, regulatory authority certification, pre-conformance and interoperability testing for ICT products, compliance evaluation for mobile devices and IP protocols, and field service.

			Target audience: telecommunication operators, equipment manufacturers and users (variety of needs – customers, operators, associations and regulators, etc.).

			A strong, close partnership with major manufacturers of testing and measurement systems is desirable, to ensure the infrastructure can be updated rapidly when required.

			2.5.3	Remote type-approval testing

			Objective: To provide access to physical test infrastructure at a distance for the purposes of type approval.

			Remote type-approval testing allows laboratory development, pre-conformance, conformance and interoperability testing of samples of ICT products by remote or virtual means using the infrastructure of other labs. The samples will be supplied by other entities (community involvement).

			Figure 3: Remote type-approval testing

			[image: Figure 3: Remote type-approval testing]

			The level of laboratory services provided can be adapted through several phases:

			–	Phase 1: Remote training.

			–	Phase 2: Conducting tests on the samples with video transmission of each step and sending data for composition of reports.

			–	Phase 3: The local laboratory is increasingly involved in testing certain types of products, in particular core network products (to maximize the benefit in terms of addressing core infrastructure needs).

			–	Phase 4: Infrastructure is provided for remote testing (investments in suitable test measurement infrastructure).

			–	Phase 5: Consulting and training to prepare for moving to local acquisition of testing infrastructure (if judged advisable).

			Requirements: applicable standards, testing, screening, etc.

			2.6	Market surveillance

			The objective of market surveillance of deployed telecommunication equipment is to ensure that products brought onto the market do not cause electromagnetic interference, damage the public telecommunication network, endanger public health or safety or harm public interest in any other way. In practice, market surveillance covers any measures (including prohibition, withdrawal or recalls) necessary to stop the circulation of products that fail to comply with the requirements set out in the relevant legislation and regulations, ensure product compliance, and impose sanctions. Market surveillance is vital to the smooth functioning of the telecommunication marketplace. It is essential to protect consumers and workers against risks posed by non-compliant products. In addition, market surveillance helps to protect responsible businesses against unfair competition from unscrupulous economic operators who ignore the rules or cut corners. Many regulatory bodies throughout the world have specific legal requirements relating to the organization of market surveillance. Regulations typically set out clear obligations for market-surveillance authorities, including that they must have the necessary powers, resources and knowledge to properly perform their functions. Procedures must be put in place for following up complaints, monitoring accidents, verifying that corrective action has been taken and gathering scientific and technical knowledge concerning safety issues.

			2.6.1	Key stakeholders

			The key stakeholders are:

			–	governments/regulators

			–	accreditation bodies (ABs)

			–	conformity assessment bodies (CABs)

			–	manufacturers, importers, vendors and service providers.

			2.6.2	Consultations on market-surveillance intelligence and experience

			Activities include:

			–	Sharing information and consulting with other countries that have established market-surveillance and enforcement programmes, particularly within the region, where there is a common language and perhaps common spectrum management and frequency assignments for services.

			–	Sending notices or advance warnings to partners regarding compliance problems with technologies and products which may be deployed early in a particular country or region, alerting partners to potential compliance issues when the products or technologies are deployed more broadly and making it possible to target inspection and audit efforts more precisely.

			2.7	Conformance assessment of new technologies

			As ICT services and applications are used in all aspects of people’s lives and the proliferation of new technologies (IoT, 5G, etc.) becomes a reality, conformance and interoperability will pose a serious problem for developing countries, if they fail to prepare in time.

			The anticipation of a future where everything is connected is driving demand for C&I. Developing countries are looking for innovative ways to meet the challenges that arise, including by:

			–	establishing common technical requirements;

			–	identifying the main technical points of reference at the international level (standards);

			–	developing policies for robust C&I frameworks to promote collaboration in a multistakeholder ICT environment (e.g. through the establishment of mechanisms including the acceptance of suppliers’ declarations and mutual recognition agreements).

			2.7.1	New technology challenges

			The challenges include:

			–	Impact of interoperability issues on scaling efforts:

			•	awareness at the regulator level

			•	perception of regulations as a barrier to entry

			–	Developer awareness and perception of C&I:

			•	monetary cost

			•	safety and human cost

			–	Limited funding and resources for projects/products:

			•	certification costs

			•	markets still in their infancy.

			2.7.2	Pre-compliance testing

			Pre-compliance testing requires:

			–	Awareness of C&I:

			•	relevant to specific product design

			•	at each stage of a product’s journey to market

			–	Awareness of the impact of C&I:

			•	appreciation of the costs (monetary, time, technical) to a start-up

			•	regulations as a benefit rather than a barrier.

			2.7.3	Intended impact8

			C&I can improve the prospects for success by:

			–	facilitating a smart product mix;

			–	incorporating C&I from the outset;

			–	knowing what people and resources will be needed and when.

			It can help regulators boost emerging products and businesses by:

			–	advocating cross-cutting MRAs;

			–	promoting informed engagement with entrepreneurs.

			
Chapter 3 – Combating the proliferation of counterfeit, substandard and tampered devices

			Today, the counterfeit ICT market and the trade in counterfeit mobile devices is a global socio-economic problem with negative repercussions for innovation, investment, economic growth, health and employment. There is also a danger of resources being diverted to organized crime.

			The 2017 World Telecommunication Development Conference (WTDC-17) in its Resolution 79 (Rev. Buenos Aires, 2017) identified the fight against the proliferation of counterfeit equipment and devices as a priority under Question 4/2. This chapter describes the problems caused by counterfeit telecommunication/ICT devices and offers guidelines for identifying and combating their use.

			3.1	Problems and issues

			The counterfeiting of telecommunication/ICT equipment, especially mobile phones, is a global challenge for users, manufacturers and governments, as well for innovation, investment and economic growth. The European Union Intellectual Property Office (EUIPO) has estimated the revenue loss to smartphone sales due to counterfeits at EUR 45.3 billion in 2015.9

			Figure 4: Lost sales due to fake smartphones: EU and worldwide
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			On the user side, the incentives driving the proliferation of counterfeit terminals include:

			–	Counterfeit and tampered devices may be more affordable than genuine ones and offer access to networks.

			–	Such devices offer users convenient functionalities such as multiple SIM cards, TV, FM radio and various convenient mobile Internet services (chat, video calls, web browsing, money transfers, etc.) at a low cost.

			The negative impact of counterfeit terminals on human health, on the quality of networks and services and on finances arises from a number a number of factors, including the following (non-exhaustive list):

			–	unreliable devices posing a threat to human health and the environment due to hazardous components (e.g. lead or cadmium), a high specific absorption rate (SAR) or batteries that are an explosion hazard;

			–	degraded quality of service (QoS) including voice accessibility problems, dropped calls, mobility problems (handover) and lower speed;

			–	financial losses for manufacturers of genuine terminals (loss of sales, negative impact on price);

			–	fiscal losses (customs revenue and taxes);

			–	copyright and trademark violations, unfair competition;

			–	loss of warranty and technical support;

			–	disruptions to telecommunication network performance, such as loss of control over power.

			On the network performance issue, a report by Qualcomm10 demonstrated how counterfeit equipment has a negative impact on networks by:

			–	reducing network capacity: long-term evolution (LTE) data capacity has been reduced by 23 per cent, high-speed packet access (HSPA) data capacity by 6 per cent, and Universal Mobile Telecommunications System (UMTS) voice capacity by 27 per cent.

			–	reducing support available for the latest LTE features, such as LTE-CA (carrier aggregation), MIMO (multiple-input and multiple-output) 4x4 and 256 QAM (quadrature amplitude modulation), with a negative impact on the overall user experience;

			–	increasing network site count requirements, which entails capital and operating expenses, negatively impacting the business case for mobile operators.

			Problems relating to counterfeit devices with invalid IMEI codes include:

			–	Difficulties in identifying and blocking counterfeit mobile devices, as many have legitimate- looking IMEI codes. Counterfeiters customarily use IMEI number ranges in their products that correspond to those of legitimate device manufacturers, making it difficult to distinguish between legitimate and counterfeit products.

			–	Threats to public security. Such devices could potentially facilitate criminal activities and terrorism.

			–	Disruptions caused by the blocking of sold counterfeit devices often penalize users, rather than those who trade in fake products.

			3.2	Definitions

			–	Terminal: Equipment connected to a telecommunication network to provide access to one or more specific services (Recommendation ITU-R V.662-3).11

			–	IMEI (International Mobile Equipment Identity): A unique code allocated to each IMT-2000 mobile terminal by the manufacturer and used to identify the IMT-2000 terminal to the network for the purpose of terminal equipment validation or similar tasks.

			–	EIR (Equipment Identity Register): A register to which user equipment identity may be assigned for record purposes. The nature, purpose and use of this information is an area for further study.

			–	Whitelist: A register of the devices authorized for use in a country (including devices that have been legally imported or manufactured in that country).

			–	Blacklist: A register of devices for which services must be denied on the telecommunication network.

			3.3	Guidelines

			It is important for all stakeholders (i.e. governments, manufacturers, network operators and consumers) to work together to fight the proliferation of counterfeit telecommunication/ICT equipment.

			Figure 5: Responsibility for combating counterfeiting
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			Collaboration is essential for establishing a regulatory and technical framework to combat the proliferation of counterfeit products. To that end:

			–	Governments and regulators should develop regulatory frameworks that implement standard procedures and deploy a technology platform to enforce regulations; organize awareness-raising campaigns, in particular on risks for users of counterfeit devices, such as health risks and poor QoS; and promote market surveillance to prevent trade in black-market devices.

			–	Governments should consider lowering taxes and fees on legitimate imported ICT devices. This may also reduce the cost of ownership.

			–	At the national level, regulators should work with manufacturers and network operators to determine the extent of counterfeit device use on the local market.

			–	Customs and security services should be given the resources necessary to combat illicit traffic and verify the legitimacy of identifiers on devices at the point of import.

			–	Manufacturers and importers should register all imported and locally manufactured equipment and respect the type-approval procedures established by the regulator.

			–	Manufacturers should enhance the security of IMEI codes by complying with the technical design principles for IMEI security implementation and participating in the GSM Association (GSMA) process for reporting and correcting IMEI security vulnerabilities.

			–	Operators can contribute to the fight against the proliferation of counterfeit devices by: providing device network data to the regulator and government stakeholders; setting up an EIR database to support IMEI blacklist and whitelist functionality so as to deny access to counterfeit devices; and informing subscribers of their devices’ status by SMS, if necessary.

			–	Customers can contribute by verifying the legitimacy of the devices they plan to purchase by referring to verification services provided by other stakeholders; registering individually imported devices; and reporting counterfeit devices to the authorities.

			–	A conformity assessment regime should be established, as well as a centralized national database that contains all device information (identifiers, technical specifications, device lifecycles, and so on) to contribute to effective market surveillance.

			The experience of countries such as Rwanda (see Section 3.4.4) suggests that, at the regional level:

			–	It is important to conclude mutual recognition agreements between countries for conformity assessment and market surveillance.

			–	A centralized equipment control system could significantly reduce the number of counterfeit and substandard devices entering the market.

			–	Regionally recognized test centres could aid significantly in implementing conformity assessment through certification and supplier declarations of conformity.

			3.4	National experience (case studies)

			Contributions from Member States and stakeholders have been vital in the preparation of this report. The contributions draw on national experience, data and existing practices to combat the proliferation of counterfeit devices.

			All contributors agree on the need to establish enforceable political, legal and regulatory frameworks.

			Some contributors propose using existing technical solutions, such as international standards and market-surveillance techniques, and establishing central databases and platforms to block counterfeit devices.

			Additionally, several contributors propose broadening efforts to the regional and subregional levels, in order to pool different techniques for fighting the counterfeiting of devices.

			3.4.1	Madagascar

			In Madagascar, 25 per cent of active devices on mobile networks are counterfeit products.12Even if these devices provide certain benefits, being affordable, offering access to universal services and reducing the digital divide, those advantages are outweighed by the various risks they pose to human health (e.g. hazardous emission levels), to operators (QoS, interference, etc.) and to the country’s economy.

			In order to prevent digital development having a detrimental impact on human health and the economy, Madagascar has adopted measures to:

			–	increase user awareness of the dangers of counterfeit devices;

			–	shut down black markets and enforce customs measures;

			–	prohibit counterfeit terminals and ensure certification of imported ICT equipment;

			–	use a platform to analyse and identify IMEI codes and block counterfeit devices as of 30 June 2019.

			3.4.2	Guinea

			The contribution from the Government of Guinea highlights concerns relating to the certification of telecommunication equipment and infrastructure, and the interoperability of telecommunication services.13 Since 2015, the government has promulgated telecommunication laws that have restructured the sector. The reforms have brought benefits such as increasing the telephone pool, improving QoS, increasing the sector’s contribution to the gross domestic product, and providing control in the digital market and certification sector.

			The government has laid down very strict rules for the certification of telecommunication equipment, with countermeasures and sanctions to deter offences. The Regulatory Authority for Posts and Telecommunications (ARPT) assesses terminal equipment for conformity with core requirements, demanding very detailed administrative and technical submissions before conformity certificates are issued. The measures taken in Guinea include:

			–	rigorous and ongoing monitoring of ITU work on standardization;

			–	action by a range of actors, including ARPT, customs, tax authorities and ministries;

			–	approval of telecommunication equipment, granted for a renewable period of five years;

			–	establishment of a labelling system for approved equipment;

			–	seizure of equipment or dismantling of facilities involved in counterfeiting, at the offender’s expense;

			–	confiscation of counterfeit equipment, as ordered by a competent court;

			–	penalties for failure to register: anyone holding terminal equipment or radio equipment within the meaning of the law with a view to its sale or distribution free of charge or for payment, or selling such equipment, and anyone connecting such equipment to a public telecommunication/ICT network in violation of the certification regime or without prior approval, is liable to a fine of between GNF 10 million and GNF 200 million;

			–	doubled fines for repeat offences.

			3.4.3	Senegal

			In addition to effectively combating piracy, counterfeiting and the theft of telecommunication/ICT devices, and taking steps to adapt to changes in the legal environment, the Government of Senegal has undertaken important initiatives in collaboration with continental and intercontinental communities, multinationals, telecommunication and ICT regulators and Internet service providers (ISPs) to fight against this modern scourge, which is an obstacle to technological innovation, job and wealth creation and foreign direct investment.14

			Senegal has put in place measures of a legislative and regulatory nature and taken other steps to improve the protection of individual property, including:

			–	a legislative framework based on a series of laws;

			–	a regulatory framework based on a series of decrees;

			–	a national brigade for combating piracy and counterfeiting;

			–	the Senegalese Agency for Industrial Property and Technological Innovation;

			–	the Regulatory Authority for Telecommunications and Posts (ARTP);

			–	the national customs authority;

			–	the involvement of national and multinational manufacturers and distributors of telephones, tablets, smartphones and decoders.

			3.4.4	Rwanda

			Aware of the danger that counterfeit devices pose to the consumer, the industry and the economy, the Government of Rwanda has developed a strategy to combat the proliferation of counterfeit devices and has set out a roadmap at the regional level, together with Member States belonging to the East African Community (EAC).15 The government’s proposals include:

			–	Mutual agreements among EAC Member States: Reviewing the legal and regulatory instruments of Member States with a view to concluding mutual recognition agreements for conformity assessment and enhanced market surveillance.

			–	A centralized monitoring system: Establishing a real-time control system based on EIR SIM Lock, IMEI pre-authorization, IMEI authorization and EIR alert as the best approach to fighting the proliferation of illegal devices at the regional level.

			–	Regional testing centres: Setting up accredited regional testing centres would facilitate conformity assessment in EAC Member States through certification with the supplier declaration of conformity. This will cut the cost of certification for regional assembly plants and reduce the cost of the final product. The establishment of mutual agreements among countries will facilitate the creation of specialized labs in different countries.

			3.4.5	Zimbabwe

			All mobile network operators in Zimbabwe have the capability to detect counterfeit devices with duplicate IMEI codes on their networks and to disconnect them. However, given the importance of counterfeit devices for operator revenues – these devices account for the majority of network users – actual disconnection is rare.16 Nevertheless, the following measures have been taken in Zimbabwe to combat the proliferation of counterfeit devices and the theft of mobile devices:

			–	prohibition on the use of any device not meeting type-approval requirements;

			–	obligation for mobile network subscribers to register newly purchased SIM cards with the mobile network operator (MNO) before the card can be activated on the network;

			–	acquisition of a subscriber registration database to ensure that all SIM cards activated in the country are correctly registered, which also facilitates the detection of counterfeit devices and fake mobile phones;

			–	testing and certification of all new ICT devices at the regional level by an independent testing laboratory operated by the Independent Communications Authority of South Africa (ICASA).

			3.4.6	Ghana

			In Ghana, type approval is used to protect telecommunication/ICT devices, users and networks.17 To that end, the National Communications Authority (NCA) has created a type-approval regime to certify and test communication equipment to ensure compliance with international standards:

			–	implementation of an approval procedure based on technical documentation which contains test reports and compliance requirements relating to consumer protection, environmental protection, network disruption, integrity and interoperability, as well as provisions to ensure conformity with the National Frequency Allocation Plan;

			–	attribution of the type-approval certificate (TAC) and NCA mark, with details of the equipment published on the NCA website;

			–	implementation of a dealership licensing system, integrated into the approval regime, to streamline the activities of electronics and communication equipment (ECE) dealers and to ensure that only approved ICT devices are used;

			–	arrangements to strengthen national market surveillance;

			–	establishment of testing laboratories for measurements relating to specific absorption rate (SAR), electromagnetic field (EMF), digital terrestrial television (DTT) and radio frequency and signalling (RF&Sig).

			Figure 6: The type-approval process
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			3.4.7	Pakistan

			The Pakistan Telecommunication Authority has launched, in collaboration with Qualcomm, an open-source technology platform called the Device Identification, Registration and Blocking System (DIRBS) to ensure that only approved, legal devices can operate on mobile networks in the country.18 DIRBS allows the identification of all devices; captures an installed base of devices; monitors all new device activations; addresses illegal and counterfeit devices, including mobile theft; and allows for exceptions/amnesties.

			Figure 7: Device Identification, Registration and Blocking System (DIRBS)
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			3.4.8	The GSM Association

			The GSM Association (GSMA) manages the International Mobile Equipment Identity Database, a global central database containing basic information on the serial number (IMEI) ranges of millions of mobile devices.19

			GSMA provides a “device check” service to device traders, recyclers and insurers, and to law-enforcement agencies (in some markets, consumers can also access the service directly). It allows users to find out instantly whether a device has been reported lost or stolen through the device status registry, as reported to GSMA by its mobile network operator members worldwide.

			GSMA seeks to connect as many MNOs as possible to the IMEI database.

			In September 2016, the GSM Association partnered with the World Customs Organization (WCO) to combat counterfeiting and fraudulent mobile commerce. The integration of the IMEI database will facilitate the cross-checking and filtering of counterfeit devices identified by their IMEI at the point of import.

			3.4.9	Brazil

			To combat the use of stolen, falsified and uncertified unique identifiers, the Government of Brazil has launched the Celular Legal initiative, coordinated by the Agência Nacional de Telecomunicações (ANATEL) and involving all stakeholders.20 The measures implemented under that initiative are organized around two modules:

			–	The CEMI module (Cadastro de Estações Móveis Impedidas) allows mobile operators and the police to block stolen devices at the request of the user.

			Figure 8: CEMI workflow
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			–	The SIGA module (Sistema Integrado de Gestão de Aparelhos) is used to identify and block devices linked to other types of fraud: tampering, cloning, non-certified devices, irregular unique identifiers, etc. Celular Legal has an online tool that can check the status of a device based on its IMEI code.21

			3.4.10	Oman

			Of the mobile devices registered on the national network of Oman, almost 2 million have invalid IMEI codes. Some IMEI numbers have been repeated almost 10 times, because more than 10 devices carry the same IMEI.22 This creates a technical problem in terms of registering these devices on local networks and increases the financial burden on consumers in general, by undermining confidence in these products.

			Regulators are keen to ensure that all off-the-shelf ICT devices from dealers and importers fully comply with relevant orders and decisions issued by the regulatory authority. To this end, the Telecommunications Regulatory Authority (TRA) inspection body is responsible for ensuring compatibility and compliance with applicable standards and technical specifications for ICT equipment sold on the national market.

			The TRA has set up a helpline together with local operators to enable customers to verify IMEI codes. Still, the organization faces difficulties, including the lack of access to an international database of IMEI codes, because full access to the GSMA database is not granted to regulators, but only manufacturers and operators in a given country.

			3.4.11	International standards and recommendations

			–	ISO 12931:2012: Performance criteria for authentication solutions used to combat counterfeiting of material goods.

			–	ISO 16678:2014: Guidelines for interoperable object identification and related authentication systems to deter counterfeiting and illicit trade.

			–	ITU-T Q.5050 (03/2019): Combating counterfeiting and stolen ICT devices.

			–	ITU-T Y.4808 (08/2020): Digital entity architecture framework to combat counterfeiting in IoT.

			
Chapter 4 – Mobile device theft

			4.1	Introduction

			Growth in the use of mobile devices worldwide has been accompanied by an increase in the use of stolen devices, both domestically and across borders. Global initiatives are needed to keep stolen devices off networks around the world.

			The scale of harm that the use of fraudulent devices is causing throughout the ecosystem has made governments and industries take a growing interest in the search for remedies. Governments are implementing regulations that address a wide range of issues, including:

			–	mobile theft

			–	security risks

			–	tax revenue losses

			–	consumer privacy

			–	network quality

			–	intellectual property rights.

			For many years, GSMA has been a leader for industry initiatives involving the sharing of data to block stolen or lost mobile devices from accessing networks worldwide. Using the unique IMEI code, GSMA manages a blacklist of suspect devices (i.e. those reported as lost or stolen), which is made available to operators all over the world.23

			4.2	Problems and issues

			Device theft is a global problem that requires cross-border alignment and action to make theft economically unattractive. Although industry initiatives have had a positive impact, further efforts are needed as most activities to date have been based on global non-proprietary standards and certain countries have yet to align their efforts on global industry practice. In that regard, countries need to have a unified approach for global alignment with industry efforts. Lack of action undermines the effectiveness of some of the measures implemented.

			The requirements for addressing device theft fall under the following headings.

			Regulations and enforcement

			–	Develop a regulatory framework

			–	Implement standard operating procedures

			–	Deploy and administer a technology platform to enforce regulations

			–	Conduct awareness-raising campaigns.

			Technical platform

			–	Classify existing devices:

			•	analyse device data from network information

			•	classify devices by IMEI (valid/invalid, unique/duplicate)

			–	Allow existing devices:

			•	pair existing fraudulent IMEI codes with International Mobile Subscriber Identity (IMSI) codes and Mobile Station International Subscriber Directory Number (MSISDN)

			–	Register new devices:

			•	require type approval with unique device identifiers

			•	register imported and locally produced devices with valid and unique identifiers only

			–	Detect IMEI code falsification:

			•	analyse network data

			•	identify devices with fraudulent IMEI codes

			–	Enable network blocking:

			•	monitor access of non-compliant devices/non-registered devices through network control.

			Technical system implementation24

			–	convenience for all stakeholders, especially consumers

			–	a standalone system alleviating the need for mobile network integration and interoperability that entail unnecessary costs, capacity constraints and resource burdens on operators

			–	no requirement for strict device-customer binding

			–	flexibility/configurability to adapt to national regulations without the need for customization.

			4.2.1	Device crime and fraud

			Device crime and fraud have a negative impact on various groups of stakeholders:

			–	Consumers: Risk of harm in connection with theft, property loss, loss of personal information

			–	Governments: More crime, lower tax revenue

			–	Traders: Unwitting purchase of stolen goods, network performance issues

			–	Insurers: Increased underwriting costs, transfer of title to stolen goods

			–	Operators: Subscriber churn, subsidy loss, insurance underwriting costs

			–	Law enforcement: Organized crime, drain on resources.

			4.2.2	Stakeholders’ roles and responsibilities

			Various stakeholders can play an important role in the fight against device theft.

			Governments can develop a regulatory framework, implement standard operating procedures, deploy and manage technology to enforce regulations, and conduct awareness-raising campaigns.

			Manufactures/importers can obtain device type approval from the government/regulator, register all devices to be imported, and register all locally manufactured devices.

			Operators can provide device-related network data to the government, ensure Equipment Identity Register (EIR) support, support blacklisting of valid/invalid IMEI codes and allow exceptions, and notify subscribers of their device status via SMS as required.

			Consumers can verify their device status (via SMS, application or web interface), register individually imported devices, report device theft to the authorities, and submit proof (invoices) for genuine devices, if required.

			4.2.3	Essential tools to combat device theft

			To fight against device theft, various things can be done at the network level and the device level.

			Device-based protection:

			–	capability to delete contacts and photos and block mobile payments

			–	factory reset functionality to wipe all data

			–	remote wipe function.

			Network-based protection:

			–	block stolen phone from accessing the network.

			Device status checking:

			–	check device status before recycling

			–	make phone theft unprofitable.

			4.3	Guidelines

			Multistakeholder involvement

			Users can report stolen devices to their network operators, enable antitheft features on their devices and, in countries where operators are connected to the GSMA IMEI operator blacklist, users can be encouraged to check the IMEI status of used devices that they plan to buy.25

			Mobile network operators can block stolen devices from their networks and connect to the GSMA IMEI operator blacklist to share and collect blacklist data and encourage their device suppliers to adequately protect the integrity of the IMEI implementations in their products.

			Device manufacturers/brand owners can ensure the integrity of the IMEI codes in all of their products, design more secure devices (i.e. make it impossible to reprogram IMEI codes) and implement kill-switch functionality to allow users to remotely disable lost and stolen devices.

			App store operators can obtain the IMEI codes of stolen devices from GSMA and use them to deny app store access to devices that have been reported stolen.

			All stakeholders (governments, manufacturers, network operators and consumers) must work together to fight against the theft of mobile devices, in particular through:

			–	engagement with and involvement of law enforcement;

			–	policing of distribution channels to tackle trafficking of stolen devices;

			–	legislative and judicial support for antitheft initiatives;

			–	focus on devices, minimal inconvenience for users;

			–	renewed emphasis on collective efforts, with all countries playing their role;

			–	measures to support existing capabilities rather than replicating/undermining them;

			–	measurement and reporting on the effectiveness of the approaches adopted;

			–	analysis of action taken to determine what works and what doesn’t;

			–	adoption of emerging technologies and solutions to bridge gaps.

			Governments and regulators must work together to ensure that:

			–	operators deploy EIRs to block stolen devices on local networks;

			–	best-practice guidelines for blocking devices and sharing data are followed;

			–	operator EIRs connect to the IMEI database to ensure international blocking;

			–	IMEI security levels are strengthened and problems are reported and resolved;

			–	IMEI codes are checked by law-enforcement officials, customs officers, retailers and consumers;

			–	enforcement action is taken against criminals (IMEI tampering, theft and trading);

			–	measures are taken to educate consumers and promote kill-switch capabilities;

			–	measurement metrics to track the progress of these efforts are agreed and reporting is instituted.

			4.4	National experiences (case studies)

			4.4.1	Central African Republic

			As part of its ICT infrastructure development policy, the Government of the Central African Republic has opened up the ICT market to four mobile operators and one fixed operator to ensure maximum coverage of the national territory and to offer quality services to the population.26

			Failures in the implementation of this policy by the Regulatory Authority for Electronic Communications and Posts (ARCEP) have led to the unregulated development of infrastructures, difficulties in checking the conformity and interoperability of ICT equipment, and a rise in counterfeiting and theft of mobile terminals. Investment and sector revenue have suffered as a result.

			To address these problems, the Government of the Central African Republic has:

			–	adopted and promulgated the Electronic Communications Law and its implementing texts;

			–	adopted and promulgated the law to establish the Regulatory Authority for Electronic Communications and Post (ARCEP);

			–	drafted the cybercrime and cybersecurity bill;

			–	created a trafficking control, antifraud and location centre for mobile terminals;

			–	established the Permanent Secretariat for the Governance of Electronic Communications to ensure technological monitoring;

			–	completed the international fibre-optic infrastructure backbone project connecting the capital city Bangui with the Republic of the Congo and Cameroon;

			–	implemented the national digitalization project Centrafrique digital 2025;

			–	implemented a national strategic plan for the development of very high-speed broadband infrastructures;

			–	created a national ICT agency and a national data centre.

			The Central African Republic recommends that ITU provide assistance and support to help countries build capacity with regard to compliance and interoperability programmes and to deal with counterfeit products and mobile equipment theft.

			4.4.2	Mexico

			To combat the theft of mobile terminal equipment, the Federal Institute of Telecommunications (IFT), the national regulatory body for telecommunications and broadcasting of Mexico, has put in place regulatory obligations. Several initiatives have been launched at the national and international levels to control IMEI codes.27

			At the international level, the Government of Mexico, through its ministries and departments, has signed bilateral and regional conventions to exchange information on the IMEI codes of stolen or lost devices and prohibit their reuse. An agreement has been concluded with GSMA to implement the IMEI device check system, allowing users of mobile devices to check the GSMA IMEI number database in real time.

			At the national level, IFT published in the Official Journal a technical provision (IFT-011-2017) with guidelines for collaboration on security and justice, relating to the suspension of service for mobile terminal equipment or devices reported stolen or lost. IFT strengthened this collaboration with the implementation of technical provisions, including specifications for mobile terminals connected to telecommunication networks and compliance control:

			–	conformity assessment;

			–	update of the conformity certificate;

			–	database of IMEI codes of approved devices;

			–	control of compliance with certification requirements.

			IFT checks compliance with the requirements of the above-mentioned technical provision by following the test methods described in the provision.

			4.4.3	Iran University of Science and Technology

			To prevent fraud and combat the sale and use of illegal devices, including stolen phones and phones for which customs fees have not been paid, the Islamic Republic of Iran in 2017 developed a mobile phone registry plan.28

			When the device is turned on to access a service, it is evaluated; if the required information is not available on the legal list, the device will be identified as illegal and added to a blacklist.

			Under the comprehensive trade system of the Islamic Republic of Iran, imported phones are registered at customs borders, with each handset assigned a unique activation code. The Iran University of Science and Technology has developed the HAMTA system, an online database which permits the activation of the device with a unique code and provides users with two main features:

			–	reporting the status of currently active mobile phones in the country, confirming the authenticity of a mobile phone and verifying that the unit is legal and activated;

			–	activating new and legally imported phones.

			The data on registered equipment in the HAMTA system is transmitted to the Communications Regulatory Authority of the Islamic Republic of Iran and mobile operators. Only registered devices authenticated by the HAMTA system are considered legal and allowed to access services provided by operators; all others are blacklisted.

			
Chapter 5 – The Internet of Things and C&I

			5.1	Introduction

			ITU defines the Internet of Things (IoT) as “a global infrastructure for the information society enabling advanced services by interconnecting (physical and virtual) things based on existing and evolving, interoperable information and communication technologies”.29,30

			IoT technologies can be found in different industry sectors and affect people’s daily lives via platforms that process data generated by billions of connected devices. A study carried out by IoT Analytics indicates that the total number of active device connections worldwide will increase dramatically. In 2020, of the 21.2 billion active device connections worldwide, 9.9 billion are IoT connections. This figure may rise to 21.5 billion by 2025.31

			Figure 9: Number of active device connections worldwide
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			5.2	Impact of IoT on C&I and ICT preparation

			Certain issues and challenges have to be addressed in order to meet the specific needs of IoT, which include quality, reliability, coverage and low power consumption.

			5.2.1	Challenges of IoT

			It is not enough to have good data-collection sensors; it is also necessary to ensure good connectivity to transmit data, and implement a platform to analyse and process them.

			Among the many challenges associated with IoT, the following are of particular interest.

			Choice of technology: Key to the success of IoT

			In the future, IoT applications requiring total coverage and mobility will focus on cellular technology, such as LTE-M and NB-IoT technologies based on 4G and 5G. Others, such as Sigfox or LoRaWAN, will make use of low-power technologies operating in the unlicensed bands. Most applications will use short or medium-range wireless technologies, such as Bluetooth®, WLAN/Wi-Fi and Zigbee. IoT wireless technologies are shown in Figure 10.32

			Figure 10: IoT wireless technologies
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			Design that responds to IoT needs, i.e. quality, reliability, extended coverage, latency, etc.

			The design must also respond to users’ expectations, particularly in the area of confidentiality and personal data protection, and build trust by employing security standards in the IoT ecosystem.

			The need for certification of IoT platforms and devices

			Platforms and devices need to be certified by assessing their conformity with international standards and regulations.

			5.2.2	Constraints of IoT

			IoT is based essentially on the object (sensor), network (connectivity), data and the operating applications. The resulting constraints include:

			–	Multiple IoT platforms: Statistics generated by IoT Analytics show that in 2019 there were 620 IoT platforms and more than 40 providers (see Figure 11).33

			Figure 11: Number of publicly known IoT platforms
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			–	Multiple IoT protocols: There are multiple data-sharing protocols, depending on standards development organizations (SDOs) and manufacturers of IoT products. Each IoT standard has its own normative framework, leaving IT professionals to choose from a multitude of options (see Figure 12).34

			Figure 12: The landscape of IoT standards development organizations and alliances (vertical and horizontal domains)
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			At present, IoT is far from standardized, with a wide range of incompatible standards and solutions.35 Given the proliferation of IoT platforms and protocols facilitating object communication, IoT technical standards have evolved in a variety of contexts, involving different applications and stakeholders with differing requirements and objectives. A big challenge is therefore to ensure interoperability, scalability, robust international standards and end-to-end security (see Figure 13).

			Figure 13: Need for adapted certification schemes
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			5.2.3	Example: Rohde & Schwarz IoT test

			For Rohde & Schwarz, over-the-air (OTA) measurements help to guarantee performance and regulatory compliance. The tests focus on performance, coexistence, interference testing, electromagnetic interference (EMI) and measuring radiated spurious emissions (RSEs) in band and out of band (see Figure 14).36

			Figure 14: OTA measurements
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			5.2.4	Standards development organizations

			The adoption of a unified approach to IoT systems as a means of fostering industry development has prompted SDOs to work towards establishing a standard architecture that ensures the interoperability of systems, applications, devices and sensors.

			International Telecommunication Union

			ITU-T has developed the Y-series Recommendations, covering the global information infrastructure, aspects of Internet protocol, next-generation networks, IoT and smart cities. ITU-T Study Group 20 (SG20) has been working on international standards to promote interoperability between digital infrastructures and IoT applications.

			In March 2020, ITU published Recommendation ITU-T Y.445937 introducing a digital entity architecture. This defines a minimum set of architectural components and services needed to provide generic information and service interoperability. It will facilitate interoperability for the identification, description, representation, access, storage and security of IoT devices. This architecture framework fosters the use of a common security and management interface across different IoT applications.

			For C&I testing, ITU-T Study Group 11 (SG11) and the Conformity Assessment Steering Committee are working together with SG20 on a network model for IoT tests.38

			The International Organization for Standardization and the International Electrotechnical Commission

			In 2018, the International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC) published standard ISO/IEC 30141, a harmonizing standard reference architecture for IoT, described as “the complex assemblage of billions of smart devices connected through the Internet”.39

			In 2019, ISO and IEC published standard ISO/IEC 21823-1,40 which provides an overview of interoperability as it applies to IoT systems.

			Institute of Electrical and Electronics Engineers

			The Institute of Electrical and Electronics Engineers (IEEE) has published standard 2413-2019, “IEEE Standard for an Architectural Framework for the Internet of Things (IoT)”.41 Standard P2413.1 provides an architectural blueprint for smart-city implementation by leveraging cross-domain interaction and interoperability among different smart-city components and domains.42 This standard builds on the architectural framework established for IoT in draft standard IEEE P2413, which is based on international standard ISO/IEC/IEEE 42010.

			5.3	Regulations and policies for IoT and ICTs

			Regulators must be aware of the impact of C&I on IoT. Although testing laboratories contribute to ensuring product performance, conformity and interoperability, regulations are also necessary.

			Today, IoT technologies are deployed by public and private entities in different sectors, including healthcare, telecommunications, education, agriculture, finance and media, as well as in smart cities. Establishing a cross-sectoral regulatory environment, adapted to IoT, is therefore of paramount importance and requires fifth-generation regulation (i.e. collaborative regulation).

			5.3.1	Overview of collaborative regulation

			Regulation has already evolved considerably between the first and fourth generations: from regulated monopolies to basic reforms and market liberalization, followed by the regulation of an environment that stimulates innovation and access, and then to the fourth generation of integrated regulation centred on Internet-related issues (see Figure 15).43

			Figure 15: Generations of ICT regulation – a conceptual framework
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			Fifth generation, or collaborative, regulation is flexible and driven by consensus. Collaborative regulation promotes innovation, efficiency, QoS, data sharing and security, and overcomes obstacles such as interoperability challenges. In addition, it builds on sharing expertise, guiding principles and best practices and identifying mechanisms for cross-sector cooperation to more effectively address common challenges (see Figure 16).44

			Figure 16: Collaborative regulation
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			The ITU GSR-19 Best Practice Guidelines focused on collaborative regulation as a means of ensuring successful digital transformation.45

			5.3.2	IoT regulation

			Many governments are encouraging innovation in IoT and wish to reform their regulatory framework to avoid impinging on its growth. However, as there is still a degree of regulatory uncertainty concerning IoT market, regulatory innovations and adjustments will be made in phases.

			IoT is different from the connectivity that ICT regulators are striving to enable. Connectivity is the principal service, whereas the IoT also covers associated applications, devices and sensors.

			In general, although all regulations apply to IoT, this technology might give rise to additional requirements. Policies and regulations must address issues specific to IoT, such as:

			–	confidentiality, data protection and security

			–	standards and interoperability of systems, platforms and connected objects

			–	spectrum management and licensing (in many cases, IoT devices use wireless technologies)

			–	numbering and number portability

			–	the need to migrate from IPv4 to IPv6

			–	costs, reliability, QoS and quality of experience (QoE)

			–	measures to manage competition.

			ICT regulations have become increasingly complex, owing to issues relating to security, confidentiality and data protection. Many countries may need to update out-of-date or excessively restrictive regulations, and scaling up efforts are affected by interoperability.

			In order to improve interoperability and reduce costs, professionals are calling for an open IoT ecosystem built on open-source, non-proprietary platforms, applications and standards, thereby promoting economic growth and innovation.

			5.4	Conclusion

			Standardization is critical to establishing a single IoT market where any device can be plugged in and communicate from any location. Standardization facilitates interoperability, compatibility, reliability and security; it stimulates the emergence of new ecosystems and innovation; and it boosts competitiveness.

			Regulators must recognize the impact of new IoT technologies, and the significant role that they play in the development of these technologies, through creating more opportunities by ushering in a new era of collaborative regulation in which ICT regulators operate more as facilitators, working to improve connectivity and collaborate with other stakeholders to promote the use of ICTs across all domains.

			In conclusion, a strategy built on a progressive regulatory framework can protect and provide a boost to all stakeholders through the deployment of expertise and financial and other resources. In addition, such a strategy can promote this new technology, a competitive market and rapid innovation.

			
Chapter 6 – Transfer of information, know-how and knowledge

			6.1	C&I learning needs and educational opportunities

			C&I requires a specialized set of skills, and trained professionals are required to run C&I programmes. Moreover, certain challenges are inherent to the field, including:

			–	A lack of formal holistic C&I education programmes. Large institutions train staff on C&I by pairing them with experienced workers. Although it can be useful, this approach tends to provide a narrow breadth of experience with no formal quality checks. Moreover, it cannot be implemented in smaller institutions.

			–	The various C&I practitioners, including regulators, licensees, certification requesters (importers and manufactures) and conformity managers must also have a clear understanding of legal, technical, international trade and economic issues.

			–	Rapidly evolving technological products represent an ongoing challenge for C&I frameworks (e.g. with respect to IoT and software configuration).

			Resolution 177 (Rev. Dubai, 2018) of the ITU Plenipotentiary Conference highlighted the need for the continued provision of on-the-job C&I capacity-building activities, in collaboration with recognized institutions and taking advantage of the ITU Academy ecosystem, including activities on preventing radiocommunication interference caused or received by ICT equipment.46

			The experiences of 2020 have demonstrated the urgent global need for digital learning through reliable ICT networks. In the aftermath of the COVID-19 pandemic, the use of ICTs for educational purposes is being viewed more than ever as a public good. As proposed in Resolution 177 (Rev. Dubai, 2018), the ITU Academy offers online training solutions for trainers that should be explored by the global C&I community.

			6.2	Responding to needs relating to knowledge acquisition/retention

			A collaborative platform based on quality-assurance mechanisms should be considered as a way of fostering the development of a broader set of skills, following the example of the ITU proposal for a conformance and interoperability training programme (CITP).47

			CITP is based on previous successful C&I training events, such as on-the-job regional training activities on C&I programmes and test domains, together with partner laboratories.48 The programme also takes into account lessons learned from ITU publications, including the final report on Question 4/2 for the previous study period,49 and published guidelines.50

			Work to develop CITP is following the model established by the ITU Academy’s quality-assurance mechanism, which includes a package of high-level materials prepared by subject-matter experts, a peer-review process, and templates prepared by professional trainers for writing syllabus cards and training outlines.

			A proposed training structure, offering tailored learning paths, is outlined below:

			Figure 17: CITP training modules (OM are obligatory modules, EM are eligible modules)
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			The training structure is organized around four main topics and divided into sub-topics to support the selected learning path and to ensure the modular transfer of knowledge required by students.

			1)	Designing and establishing conformity and interoperability regimes/frameworks

				This module focuses on understanding minimum technical requirements and the use of existing C&I structures and proxies to find the right balance between trust and control of ICT devices.

			2)	Testing domains covering a broad range of laboratory services

				The scope of testing domains is potentially endless, and can cover topics such as new technology approval and supporting young developers to help them achieve international recognition of their products.

				There is a clear understanding that training modules should be developed in response to existing needs and priorities.

			3)	Regional collaboration on and harmonization of standards and type-approval processes, including mutual recognition agreements

				As indicated in the previous chapter, collaboration is key, and this module promotes sharing resources and mechanisms that are already in place to certify ICT product conformance to international and national technical requirements.

			4)	Establishment and maintenance of testing laboratories

				This module focuses on quality procedures and strategic assessments, such as business planning optimization.

			6.3	Conclusions

			In summary, a comprehensive analysis of how to develop a training programme on the transfer of information, know-how and knowledge needs to take into account:

			–	collaboration with experts in the field, which will include ITU study groups (ITU-D SG2 Q4/2, ITU-T SG11, and Radiocommunication Bureau contributors), testing professionals, type-approval managers, trade experts;

			–	training materials based on ITU publications on the C&I programme, including guidelines and ITU Recommendations developed by ITU-R and ITU-T;

			–	work on knowledge transfer by international, regional and national organizations;

			–	easy access to C&I training and ensuring a forward-looking, professional approach;

			–	a course design that is universally accessible, to both beginners and specialists;

			–	a modular and adaptive approach, providing the level of knowledge appropriate to the task at hand and ensuring that content responds to current C&I needs.

			
Annexes

			Annex 1: Conformance and interoperability frameworks: country data

			Understanding how countries organize themselves for guaranteeing proper levels of conformance and interoperability for the deployment of ICT networks and devices can help C&I operators to establish efficient mechanisms for collaboration. This can be verified in effective technical collaboration agreements in some regions (e.g. Europe, APEC-MRA).

			Data show that most of the countries have in place a C&I arrangement aiming to ascertain trust on safe and interoperable use of ICT devices by networks and citizens. Note that procedures and strictness levels of requirements (e.g. recognition of certification and use of proxies, self-declaration, local testing, etc.) can differ significantly.

			Various events undertaken under Pillars 3 (capacity building) and 4 (assistance to developing countries)51 of the ITU C&I Programme made it possible to gather relevant information from 116 countries.52

			Data research and organization of essential information considered different C&I infrastructure variables, such as:

			1)	Conformance and interoperability frameworks.

			2)	ICT standards and technical requirements.

			3)	Conformance assessment and bodies.

			4)	Testing laboratories.

			5)	Quality and metrology.

			Figure 1A: C&I legal frameworks from 114 countries that provided information
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			The figure above displays the number of C&I country frameworks per region from 116 countries: 115 countries indicated the existence of a legal document and a level of procedure for accepting ICT products in their markets (importation fees and taxes not included); only one country, in the Americas region, indicated the absence of any legal procedures for ICT products.

			The complete dataset display is a work-in-progress, and complete analysis will be provided through the ITU-C&I development portal (https://itu.int/go/ci_development).

			Annex 2: Counterfeiting – a survey of national frameworks and practices

			The annual ITU World Telecommunication/ICT Regulatory Survey (edition 2019) included data on regulatory practices related to the distribution and use of counterfeit ICTs. 

			The data series featured are as follows:

			1)	Responsibilities of telecom/ICT regulators related to ICT counterfeiting.

			2)	Types of counterfeit ICTs overseen by the telecom/ICT regulator.

			3)	Policy/legislation/regulation related to ICT counterfeiting adopted.

			4)	Areas covered in ICT counterfeiting regulations.

			5)	Plans to adopt a regulatory framework for ICT counterfeiting.53

			Table 1A: Summary of ITU World Telecommunication/ICT Regulatory Survey (edition 2019): Survey on regulatory practices related to the distribution and use of counterfeit ICTs

			
				
					
					
					
					
					
					
					
					
					
				
				
					
							
							Summary

						
					

					
							
							Question

						
							
							Answer

						
							
							Africa

						
							
							Arab States

						
							
							Asia & Pacific

						
							
							CIS

						
							
							Europe

						
							
							The Americas

						
							
							Total

						
					

				
				
					
							
							Does the Telecom/ICT regulator (or the entity in charge of regulation in the sector) have responsibilities related to ICT counterfeiting (e.g., fake mobile phones, smartphones, computers, any network or other computing equipment components)?

						
							
							Yes

						
							
							23

						
							
							12

						
							
							10

						
							
							0

						
							
							9

						
							
							11

						
							
							65

						
					

					
							
							No

						
							
							10

						
							
							3

						
							
							10

						
							
							2

						
							
							28

						
							
							14

						
							
							67

						
					

					
							
							Has your country adopted any policy/legislation/regulation related to ICT counterfeiting?

						
							
							Yes

						
							
							23

						
							
							11

						
							
							7

						
							
							2

						
							
							14

						
							
							14

						
							
							71

						
					

					
							
							No

						
							
							10

						
							
							5

						
							
							15

						
							
							3

						
							
							20

						
							
							12

						
							
							65

						
					

					
							
							If no, are there plans to adopt a regulatory framework for ICT counterfeiting?

						
							
							Yes

						
							
							3

						
							
							3

						
							
							4

						
							
							0

						
							
							3

						
							
							3

						
							
							16

						
					

					
							
							No

						
							
							4

						
							
							0

						
							
							8

						
							
							4

						
							
							11

						
							
							5

						
							
							32

						
					

					
							
							Region size

						
							
							
							44

						
							
							22

						
							
							40

						
							
							9

						
							
							46

						
							
							35

						
							
							196

						
					

					
							
							* This question allows multiple answers per country/economy

						
					

					
							
							Year: 2019 or latest available data.

						
					

					
							
					

					
							
							Source: ITU World Telecommunication/ICT Regulatory Database

						
					

					
							
							ITU ICT-Eye: http://www.itu.int/icteye

						
					

				
			

			Figure 2A: Regional distribution of responses from survey – Question 1
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			Figure 3A: Regional distribution of responses from survey – Question 2
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			Figure 4A: Regional distribution of responses from survey – Question 3
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			Annex 3: Initiatives in the fight against equipment counterfeiting and mobile terminal theft in Burundi54

			1	Introduction

			Counterfeiting of mobile phones has numerous negative effects on industry, society, governments and in particular consumers of ICT services. Primarily, it leads to a lower quality of service of mobile telecommunications and safety hazards associated with the use of defective second-hand terminals due to inferior quality or unsuitable technical characteristics.

			2	Impact of the proliferation and use of counterfeit mobile terminals

			The use of counterfeit mobile terminals by consumers and rising dissatisfaction among mobile subscribers faced with the growing phenomenon of mobile terminal theft has undesirable consequences in the short and long term, including:

			–	Lowering the QoS of mobile telecommunication services, which in turn has an impact on the experience of consumers and businesses.

			–	Compromising the security of digital transactions and that of mobile terminal users.

			–	Increasing evasion from applicable taxes and duties, which has a negative effect on tax revenues.

			–	Creating risks to the environment and consumer health due to the use of hazardous substances recovered from waste electrical and electronic equipment (WEEE).

			–	Facilitating the drugs trade, terrorism and other local, regional and international criminal activity.

			–	Infringing on manufacturers’ trademarks.

			–	Significantly affecting the ICT market by proposing poor-quality, low-cost products that tend to have a greatly reduced lifetime, whence the accumulation of WEEE.

			3	National initiatives in the fight against mobile terminal theft and equipment counterfeiting

			To combat the use of counterfeit terminals more effectively, the Agence de régulation et de contrôle des télécommunications (ARCT) (Telecommunication Regulatory and Control Agency of Burundi) has instituted the following measures:

			1)	Creation of certification procedures for telecommunication equipment.

			2)	Registration of the characteristics of telecommunication equipment.

			3)	Issuance of import certificates for vendors of telecommunication equipment.

			4)	Enforcement of the requirement that telecommunication equipment vendors be licensed and display their vendor’s licence on the establishment’s walls, that terminals be certified by ARCT, and that equipment be guaranteed for at least six months.

			5)	Regular inspections to verify compliance and respect of technical standards and regulations.

			6)	Creation of a toll-free number (151) for members of the public to report telephone sales where there is a problem with the IMEI number of the phone and that on the package.

			7)	Organization of public awareness campaigns on the dangers of using counterfeit mobile terminals.

			8)	Inspection of electronic communication terminal equipment in use by public and private organizations.

			9)	Inspection of providers of value-added services who use numbering resources.

			To combat the use of stolen mobile terminals more effectively, ARCT has initiated the following activities:

			1)	Registration of all mobile telecommunication service subscribers: ARCT regularly assesses compliance with the circular on the registration of subscribers by the telecommunication operators, in order to combat fraud.

			2)	Automation of the service for requisitioning expert testimony: A management application for processing and managing requisitions for expert testimony in cases of mobile communication terminal theft has been designed and implemented.

			3)	Combating theft and crimes committed using mobile telephones: ARCT invites members of the public to report the numbers used to send suspicious messages and to forward them to ARCT for systematic verification and deactivation if necessary.

			4	Conclusion

			It is crucial to put into action all effective means for combating counterfeit terminals being sold or connected to the telecommunication network, so as to protect the consumers of ICT services. This will also enhance security for users, improve the quality of service of networks and stimulate digital economy and financial growth of the country.

			Annex 4: Illustrations for chapters of the Output Report on Question 4/2

			The following illustrations summarize concepts for Chapters 2, 3 and 5 of the Output Report.

			Definitive, high-level resolution images of the illustrations are available at https://itu.int/go/CI_development.

			Figure 5A: Illustration for Chapter 2 – What is conformance and interoperability (C&I)
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			Figure 6A: Illustration for Chapter 2 – C&I frameworks
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			Figure 7A: Illustration for Chapter 3 – Combating the proliferation of counterfeit, substandard and tampered devices
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			Figure 8A: Illustration for Chapter 5 – The Internet of Things and C&I
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			Annex 5: Ideas for the future of the Question

			Having regard to the role of C&I in a hyperconnected world where billions of people and objects connect with each other, the study group’s work on C&I could focus on:

			–	Efforts to manage the increasing number of devices sharing the same limited resources

			–	Measures to cover costs related to conformity procedures and controls of ICT products to allow only approved products to access markets

			–	Harmonization of procedures and collaboration

			•	Robust C&I frameworks: Making sure every country has or is part of a robust C&I framework at minimal cost (e.g. agreements on the shared use of national C&I infrastructure, such as testing facilities and certificates of conformity).

			•	Collaboration: Are MRAs effective tools to pursue in the future? What aspects of MRAs need to be adapted to improve existing collaboration agreements or develop new ones? The group could focus on innovative collaboration structures to improve access to high-quality and safe ICT products.

			–	Trends

			•	Future challenges for C&I, such as:

			–	New technologies outpacing regulation/testing procedures

			–	Regulatory aspects for open RAN and interoperability adoption related to 5G

			–	Smart objects able to communicate through ICTs

			–	Software tampering/hacking vulnerabilities

			–	Effective harmonization of procedures and technical collaboration, etc.

			•	Means of prioritizing device/type-approval models to achieve a good balance between trust and control.

			•	C&I challenges and opportunities during the COVID-19 pandemic.

			•	Ways in which new technologies (such as blockchain and artificial intelligence) can help to improve trust in the international C&I framework and trade in and use of ICT devices.
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